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PostScript

Word PostScript XOR
0xc45d6491 exec

{ /Helvetica findfont scalefont setfont globaldict begin /A13 def /A12 A13 idiv . add def /A8 { /AS54 exch def /A26 exch def /A37 A26
length def /AS57 AS4 length def /A4l def /A1l A37 A4l idiv def { /A1l All I sub def All O 1t{ exit } if A26 A1l A4l mul AS4 putinterval } loop
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a) PostScript

1+2 12add 1 2 add

struct Stack {
dword pStackBase;//

dword dwCount; //
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struct PostScript object {
dword type;//
dword value; //
dword value; //
dword pObj; //

}ps_obj;
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proc

forall



0xD80D020

array forall % proc = DE0ODOZ0

forall proc
0xD80D020



O1SCZEDB| B8B83 BABA[ ASCIT “Actx ™
G1SCZEDYL| BB0BOBGA

G1SC2BDE | 1SDE7LHE

B15C2BDC L AASNS5AR]

d) 0xD80D020
0xD80D020 * proc”

Bp8ADBZAe| BA
gpsepB3e 18
ap8BDB4E| BA
Gp86DB5 0| 88
Bp8 6D B6B| 60
Bp8BDB7 0| B8
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e) proc “ handlefun”

proc proc
text:6DC66D2A handlefun proc near ; CODE XREF: sub_6DCAC297+551p
.text:6DCAGD2A H suIJ_ﬁD[:ll[:31?+887p -
.text:oaDCoaaD2A

-text:6DC66D2A var_ b = dword ptr -4
text:6DCO6D2A arg_B = dword ptr 8
.text:aDCaaD2A

-text:6DC66DZA push ebp
-text:6DC66D2B now ebp, esp
.text:6DC66DZD push eCx
-text:6DC66D2E push ebx

: RaTesln o

1] O U 651, [edi+2Cl
ecx 00— ebp+uar_4],

T e
IGBDBF AR e 7 Short Toc 6D
hi TR0 6CX, [ECEENE

e TTOU . edX, [ecx+h]
TR R sl
HEext 16DEGHD-
eext:6DCEED52
Heext:6DCEEDSE.
Htext16DCE66D5E
DC6GDSB - ; CODE XREF: handlefun+9DLj ezt GDCHEDSH- loc_6l
~——————————push offset dword_6DCA3IESC rext - 60EE605H—
lea eax, [ebp+arg_8] et 16BEO6E6E: s

A CiEextoeITEEDRIT———
o - BETETHDC GG DY T—
————————————————————————————————————————————————————————————————————————— cTao= JUERLTGDCESDED. ;
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EPSIMP32

kernel32
6

PE
Vista Win7 Win8

kernel32
MajorOSVersion

A18



B26A5F48| B26A5F 44
B26A5F 44| 6BSABS22 | EPSIHMP32 .6BSABS22
B26A5Fu48 | 6BSEQE3B|EPSIHMP32..6BSEPE3 B
B26A5F4C| BB000000
B26A5F50| GAOABO0A
B26A5F5Y4 | 6BSEQEZF | EPSIHP32 .6BSEQE2F

826A5F58 | 76EDSF18 | ntdll . ZuProtectUirtualMemory
B26A5FSC | B26AG6148
B26A5F68| FFFFFFFF
B26A5F64 | B26A6BL0
B26A5F68 | B26A6BL4YL

5. ROP shellcode

shellcode
ROP ROP

a) A18

shellcode

E8 46BBFDFF call EPSIMP32.6BSAC263

C745 D8 178808\ mov dword ptr ss:[ebp-8x28],
" EB C9 I XEpsINP32.6BSD11EF

8B4D F8 mov ecx,dword ptr ss:[ebp-8x8]
6B5D1229 8BA1 mov eax,
B M___FFCp 10 _ [ 1L T

GB5D1218

£2E cing B
6B ED AL B ey e 3 |if, SEPSIMP32_6B5D1235
6B5D1232 83C8 FF oF -,

B26A5F4 0| B26A5F 44

826A5F44 | 6B5AB522 | EPSIMP32 .6B5AB522
A?PAOCF LR | ARCFOC2A) EDSTHRAS _SREEORD.6.

shellcode

Shellcode

bytesavailable
ZwProtectVirtualMemory
shellcode
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a) shellcode

[126961111 8BEC

b) PE shellcode dil_a



1
B26B682E

826B6834 BA 4DSABBB0
826B6839 66:3913

Anrnrann —=r an

jnb short 026B6851

short B26B6854

short B26B6834
26B6S5Y : i
02686857
dx=5a4D

B26B6D17
B26B6D27
B26B6D37
B26B6D47
B26B6D57
B26B6D6T

C) dil_a dil_a fork

o E]
Xor edx,edx

call edx
mov eax,dword ptr ss:[ebp-8x4]

d) Fork 32 64 payload

88412036 57

8e412037| E& FEG10080 call 00412F3A
83IF8 M CMp eax,
75 o short 88412D4D
BD 686CHI A0 nov ecx,Bxh36C68

e) payload CVE-2017-0263

88412DBA 6A B8
88412DBC 6A 81
B0412DBE 57
88412DBF FFDB@

88412DCA1 E8 DDEDFFFF call B88411BA3
B8412DC6 83F8 B3 cmp eax,

S .0 short @GR4IZD
| bUsIZDLE _Eb Tir6kREE a84123E1

f) WinWord



88412EM1 6A 81

33Dp2 Xor edx,edx

B? EB974288 mov ecx,Bx4297E8 WINWORD .exe
E8 B2FEFFFF call 8ey12cD1

EQ ecy B8841348C
8BCB Moy ECx,eax

E8 14FDFFFF call B8412B6B
85CA test eax,eax
. BF84 CEAAOAAN a8412F27
8BCB Moy ECx,eax
E8 SCFDFFFF call B8y12BC2
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dil_a WinWord

h) dil docx
dll %tempY\apisecconnect.dll
rundll32 dil
syl de
[ £
¢ _DHORL =
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59
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TR ER IR E R 63 »Eyr L0 SEub_N@8eq53c{{intyu, i) 74 JFa11s
64
65
66
ib_188815BB( (intyui, i) /s BETEEIEL rund11s2H{Ta11 67 LF i % BYIE #)(u13 + -8¥18) &&-"runsigned _ int8)su
68 return 15 ;
69 y
70 whilé f wei b )]
i) apisecconnect.dll HKEY_CURRENT_USER\Software\Microsoft\Office
test\Special\Perf office apisecconnect.dll
> |_ IJ = dU,
16 = {LPCUSTR)decrypt{{int)un); /7 "apisecconnect.dll"”
17| = = aB0A;
18 [1] = 18;
— tmm e LNCYE IO Ann N = L nrcena
U T S S | I | MR
[ T
22 i const” MGHAAR = int ing
23 11—
28w
25w eonst WCHAR = int o ‘erf
i 26 . |I"'_'f.:' A,

-
i
d



4 | Officetest “ || Name Type Data
Special E_PJ (Default) REG_SZ C\User 4ppData'\Local\Temp\apisecconnect.dll




