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1l il flash FR S L e
PLE 223505 VRS,

1.2

flash_security_component_installer_1.0.0.2.rar
flash
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[®E]flash_security_ component_installer_1.0.0.2.exe 2200 KB 139.0KBE MEER 2018-07-21 16:06
5| flashZ248i4Einl doc 93.7 KB 884 KB DOC I 2018-07-21 1@:48
flash
2.1 Dropper
flash
1 ESET
ESET
flazh_=e. O040T4CF
: x~Rays Decompiler C(ARM, 264, 28617
0012ED7T4 | UNICODE “winlogon. exe”
D8C
52
2
1 Vista UAC
system32 CIA Vault 7 UAC
wusSa.exe
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CreateProcessWithLogon

"is" password

a84844DD
a04844E6
a84844E7
004 044ED
084044 EE
a04844EF
ae4044F 8
a84044F1
084044F2
a84044F8
a84844FB
o84 04504
0840645 6D
084084514
a84084516
a040451E
a8404520
68484521

WSearch
360tray.exe(360)

WSearch

360tray.exe
2 Vista

Aa4e12F1
Aa4e12F3
BA4a12F5
BA4e12F6
Aa4e12FC
Aa4e12FD

"useless"

moy
push
lea

push
push
push
push
push
lea

push
moy

mou

moy

push
push
push
push
call

ekrn.exe(ESET)

WSearch

push
push
push
1lea

push
call

username "uac" domain
word pty [ebp+Username], ‘u’
eax ; 1pProcessInformation
eax, [ebp+Startupinfo]
eax ; 1pStartupInfo
ebx ; lpCurrentDirectory
ebx ; 1pEnvironment
ebx ; duCreationFlags
ebx ; lpCommandLine

eax, [ebp+Username]

[ebp+1pApplicationHame] ; lpApplicationHame
word ptr [ebp+Username+2], 'a’

word ptr [ebp+Username+4], 'c°

word ptyr [ebp+Username+6], bx
LOGOM_METCREDEHTIALS_DHLY ; dwLogonFlags
offset Password ; "uselegcs”

offset Domain ; Mism

eax ; lpUsername
ds:CreateProcessWithLogonW

Searchindexer.exe,SearchProtocolHost.exe

kxetray.exe( )

RT_BITHAP

118

eax

eax, [ebp+var_194]
eax

loadcfqfromres
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2 PE

temp0 fake acess wrivt.exe wrivt.exe  Vista 64

64exename wrivt.exe 64

64loadpath7 system/msTracer.dl|
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AfterInstallation | Removelnstaller

flash
3 32 64 tempO fake acess
32 64
4 Vista MoveFileExXW  tempO
Vista 32 64
tempO
32 360tray.exe rstray.exe qgpctray.exe

makecab.exe  /V1  "C:\Users\<username>\AppData\Local\Temp\msTracer.dll"

"C:\Users\<username>\AppData\Local\Temp\msTracer.dll.msu"

msTracer.dll msu(Windows ) wusa.exe

windows msTracerdll.msu  tempO

wusa.exe /quiet "C:\Users\<username>\AppData\Local\Temp\\msTracer.dll.msu"

/extract:.C:\Windows\system32

360tray.exe rstray.exe qgpctray.exe Com
Elevation Moniker UAC UAC
HKEY_ CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Uninstall
EsayNote UninstallString
C:\Users\<username>\AppData\Local\Temp\xcopy.exe

"C:\Users\<username>\AppData\Local\Temp\msTracer.dIl" "C:\Windows\system32\"
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COM IARPUninstallStringLauncher
UninstallString xcopy.exe msTracer.dll  system32 12
64 360tray.exe rstray.exe
qgpctray.exe UAC
rstray.exe gqpctray.exe +wusa.exe
360tray.exe wrivt.exe wrivt.exe
tempO Vista 64


https://3gstudent.github.io/3gstudent.github.io/通过COM组件IARPUninstallStringLauncher绕过UAC/
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rstray.exe qgpctray.exe

WSearch

Dropper

360tray.exe
WSearch

AkMlbE &

i T AE AR A

S,

I
(R
¥

REAFE

HE el d:fc 7 360trayexe, rstrave

2.2

tempO Loader
fake

acess

2.2.1 Loader AV
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Dropper
tempO Loader
tempO tempO AV acess
1 Dropper DLL temp0
1 32 XP tempO system/srvlic.dll
LanmanServer LanmanServer  svchost.exe srvsve.dll
srvsve.dll LoadLicensingLibrary API srvlic.dll
T4FF75SE mow edi, offset aSrvlic dl1 ; “srulic.dll"
7UFF7563 push edi ; wchar_t =
TUFF7S 6L mow esi, eax
FUFF75606 call ds:wcslen
2 32  Window 7 tempO system/msTracer.dl|
WSearch SearchProtocolHost.exe  msTracer.dll
push offset aMWstracer_dll ; "msTracer.dll™
push BCh ; int
1lea ec¥, [ebp+lpFilename]
call sub_18a8p135
push [ebp+lpFilename] ; lpLibFileMame
call esi ; LoadLibraryW
3 temp0
2 temp0 commonappdata/Intel/Runtime/ fake
acess 3
System explorer.exe SearchProtocolHost.exe
3 tempO Ox4E
OxOF fake  acess
4 tempO acess

needmid  setmid

fake

needmid  setmid
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5 needmid

version.dll  tempO

6 acess

fake

HKEY_LOCAL_ MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\x

X DisplayName
7 version.dll
tempO fake acess
version.dll acess dll
MS dil DoubleAgent
exe
VeriferDlls VerfierDIls  exe API Hook
exe
exe
DWORD GlobalFlag 0x100
VerifierDlls DIl
acess vfpod.dll
unionst.exe VerfierDlls
VerifierDlls dil

“HKEY_LOCAL MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Image

File Execution Options\uniOnst.exe”

&
@14
[ab]GlobalFlag
[ab]Veri fierD1ls
1.l’-eri fierFlags

uniOnst.exe

el
FEG_ST
REG ST
REG ST
FEG_IWORD

vipod.dll  acess

bk

EE )

Q100

vipod 411

0x50000000 (2147453648)

uniOnst.exe
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CALL 3|

J}H 009c3101

Cmdline = “e:hprogram files‘lingzoftilingzoft antiwvirushhaniOnst. exe”

ShowState = SW HIDE

vfpod.dll
version.dll
tempO fake

searchprotocolhost.exe

version.dll

version.dll
OpenProcess
Searchindexer.exe  explorer.exe
temp0  fake
tempO fake

Wolfsbane Loader # hn# 5 U Tifif2

Dropper
{EIDLLEFFEAR
()

e RGBT R
HA—E Ak

v v
4 Qll T L
i Ry~ Wasareh |
32(;'.'.)(9
A
LanmanServer
MR %
AR 2 5
Y
Eo e
2.2.2 Downloader
1 fake
explorer.exe

explorer.exe

- PS80 oA
b i A i fake R
R acessil iz
\J
fif ¥ acess (i
(A ) DoubleAgenti
J AT ARIEATDLLIEA
A
| AR
Y a

\J
HIBREE tie f£§g$g§ﬁ ¢ o EMPOMIBefake it
Mﬂlﬂm FE- - mmbn_dﬂ {F{E - B

A
A FE

Vista fake

tempO
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Vista System tempO
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Size 4 Magic PaylLoad SecretKey SecretKey

OPcode1==0x22836D73 OPcode2==0x6F42E3C0
32 64

Data: 2808888886bl1f21793Ft6e132228d5abfb58728acob89
[Length: 36]
B8 Bc 29 3c ab 24 88 58 56 7 13 5b 88 86 45 86
B8 4c 68 21 08 08 30 86 ec 5d 3Ic a9 81 56 cB a8
Af 86 86 1a 84 1f 7e 68 52 99 a5 43 f2 fe 50 18

EIfdez iz dzia  [ad

36 Size 0x20  36-4=32 Secretkey 0x17f2b106
Magic  OPcodel OPcode2 PaylLoad

SecretKey(0x17f2b106) Magic  OPcodel OPcode2 PayLoad

5. o B WY ) ASCTT
O0BTO020 |06 Bl F2 17|6E SA 31 CT[73 B0 83 22 CO E3 42 6F | -#4121 2548

QOBTOO30|FC FF FF FF FF FF FF FF 00 00 00 Q0 00 00 00 Qo|f&

Magic 0xC7315A6B OPcodel 0x22836D73 OPcode2==0x6F42E3CO
PayLoad FC FF FF FF FF FF FF FF
oc_10003147

10003154
SHOET <

EC
SHORT <ExecCmd_Loadlibraryr
FFOFT4E4 Eal,
SHORT <1lee_ 100031742
AT 104 CHE EC
SHORT <1lee_ 100031942
SO0TOD | CHME EA% oc 10003174

OPcodel OPcode2



\ -

[=1.-F=1=l
push offset aSuccess ; “'success’t
push [ebp+arg_4] ; int
call sub_1888244Y4
or [ebp+5rc], BFFFFFFFFh
or [ebp+var_4], BFFFFFFFFh
mou esi, eax
1lea eax, [ebp+irc]
push 82 : Size
push eax s Src
push esi : Dst
call memcpy
add esi, 8
push offset akBé ; 'K8s”
push esi ; int
call sub_ 188824404
Hiht +75 il HICODE
O7 00 Qi Qo 73 00 75 Q0|63 00 B3 Q0 65 00 T3 *, SUCCES
O0EBTO T3 00 FF FF FF FF FF FF|FF FF 03 00|00 00 58 = ... L¥
OOBTOO4C |35 00 36 Q0 00 00 00 Q0 00 0 00 Q0 o0 oo o0 Qo|s86. ... ..
ExecCmfd_GetPlatformBits success  X86
8 FF
lea rd®, asuccess ; ''success'
mou rox, rdi
call sub_ 18882784
1lea rdx, [rsp+3Bh+Src] ; Src
mou r8d, 8 : Size
mou rcx, Fax ; Dst
mou rbx, rax
mou [vsp+3Bh+3rc], BFFFFFFFFFFFFFFFFh
call memcpy
1lea rce, [rhx+8]
lea rdx, axoh ; 'moyt
call sub_ 18882784
64 Dropper 64 fake success  X64
C&C 32 64
SecretKey Ox5E2A5642 Magic(0xC7315A6B)
Magic(0xC7315A6B)
C&C 0xC7315A6B



4 fake
OPcodel OPcode2
0134A6D30 0100B4627
0C558B012 05047A6F4 cfg
022836D73 06F42E3C0 X86 or X64
03254BFD2 0 6FF39717 dll
0B4749FFF 0A7109782
0DDD7303E OCDF2E7F4 cfg
5 fake
main
Donwloader

Ticfg

(fake)

RiEhnEHEE
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2.2.3
main C&C C&C

C&C
1808905, aServicecontext: ; DATA XREF: sub_-188
180889085, unicode B8, <ServiceContext::ServiceTable>,B8
1088988E align 18h
18089098 aServiceFunctio: ; DATA XREF: sub_18a@
10889890 : 5uh_1ﬂﬂEBEBﬂ+31Tu
188890890 unicode B8, <Service::FunctionTableSection>,@
main

GetOperationBasiclnformation

LoadDll

LoadPlugin

UnloadPlugin

ForkOperation

FindRequiredLibrary

ClientBasicIinformation

SettingsService

UpdateSettingsService

UpdateService

UninstallService

ExecuteService

ExecuteServiceAsUser

KeepAliveService

RawModeService

RawModeUDPService

LoadRequiredLibrary
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GetOperationBasicinformation ClientBasiclnformation

( X86  X64) ( )

224

[ ] utility

[ ]io

[ ] inter

[ | FxCoder

1 FxCoder
FxCoder Deflate FxCoder
main  C&C fake

2 utility

utility

API

CreateFileService

ClientStatusService

BasicInformationService

ListFileService

ListFileRecursiveService

OpenFileService

CloseFileService

DeleteFileService

FileSizeService
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inter dll dll 4

Update

LoadStub

EndInterCommService

ForkOperation2

LoadStub dil  Update

i0 inter  RegisterinterStub RegisterinterCondition i0

dll DebugStub  DebugDumper

Backdoor

\WWAlfehanea

MECaCH S

.—> e D

REGT A $5 1454 KSR
T el o

rRalrE -1 i

Ll - IR i
[ K i ‘

inter = FEEON e iz

[ |
[ 1
-, = = .

VenuskEye
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CSIDL_COMMON_AFPPDATA\revinstwpvent bat

3.1

2014 2015  (
2014 2015 )

main main64 mainpath commonappdata/temp0 64loadpath loadpath

loadpath7 temp/upptent.exe Afterinstallation Removelnstaller twssrv.exe

KVSrvXP.exe
Dropper 360tray.exe commonappdata/Revinst/upvent.bat
Dropper
AB483783 moy [ebp+5tr], *3°
88483789 mov [ebp+var_36], '6°
8848378F mov [ebp+var_34], '@°
88483795 mov [ebp+var_32], 't°
88483798 mov [ebp+var_36], 'v°
ga4837a1 mov [ebp+var_2E], 'a’
aa4837a7 mov [ebp+var_2C], 'y’
ARLAR7OND N _ r_gj;ln.t|l|;_|r \__9|1|'|____.:_“J:
o A I e —— .o et 2
BAnASTED mow jebp+rz- 7],
" BALA3TBF o [ebp+ual 1],

3 4
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Revinst

3.2

Loader tempO

series mainpath CommonAppData System/ Windows/

2014 2015 tempO

commonappdata/Windows CE/fake

fake temp0 fake
2014 2015 tempO acess

fake

loadpathxp 64loadpathxp loadpath7 64loadpath7 loadpathsv 64loadpathsv
windows/explorer.exe Searchindexer-1 Searchindexer-2 WorkMode AddressList
ClientID ControlleriD ControllerVersion PluginCoder Persistence
WorkingDirectory system/msTracer.dll windows/fxsst.dll system/srvlic.dll series
SpecialPlugin
SYSTEM\CurrentControlSet\services\SharedAccess\Parameters\FirewallPolicy\Restric

tedServices\Static\System

64loadpath7 system/msTracer.dll Loader fake
fake

64loadpath7 system/msTracer.dll

64loadpathsv  windows/fxsst.dll
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1608943C aG4loadpath?:
1088943C unicode 8, <64%loadpath?>
108009452 dd 13h
16089456 aSystemistracer:
1000694546 unicode B8, <{system/msTracer.dll>
180689470 dd BCh
160689480 aG4loadpathsu:
10089488 unicode 8, <{64loadpathsu’
108069498 dd 11h
1000949C aWindowsFxsst d:
1888949C unicode 8, <windows/fxsst.dll>
fake 2014 2015 fake cfy
0C558B012/5047A6F4 0DDD7303E/0CDF2E7F4
4
fake main ClientID ControllerlD fake
ClientlD ClientBasiclnformation
ControllerlD  C&C
2014(fake) 2015(fake) 2017( fake) main
ClientID E5201314
Controllerl | 2014041014472 | 2014041014472 | 2016022415282 | 2013062817333
D 6 6 8 8
ClientID ControllerID
fake main C&C
Magic 0xC7315A6B
0xC7315A68B
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GDATA “* TooHash”

fake opcode “ TooHash”
1bool *__cdecl sub_1000311C(int al, int a2, int Src, int a4)
2{
o2 HiF (21 == Av134MAADRA RR =) =waEl

¢ If opcode1 == 0x3254BFD2 and opcode2 == 0x6FF39717

.= ExecCmd.| padLibrary.. ..
«* Command
1 — SIZi 4 SECRET KEY[J] I mercral | exazsasroz, | exerr3o717
N | I |' bhar vruran fifumrsfon ety e, ]
+ Response
SECRET_KEY[4] MAGIC[4] SIZE[4]
1] MESSAGE [MESSAGE_LEN*2] RETCODE[1] MESSAGE_LEN[¢

UAC
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* makecab.exe /V1 "C:\Users\<USERNAME>\AppData\Local\Temp\msTracer.dll"

"C:\Users\<USERNAME>\AppData\Local\Temp\msTracer.dll.msu“

* wusa.exe /quiet "C:\Users\<USERNAME>\AppData\Local\Temp\\msTracer.dll.msu"

/extract:C:\Windows\systsepes2

ﬂ - msTracerdllmsu

TERIER. Mbmwﬂﬂhhb!lﬂ&ﬂigrgp

i 5 1 N

“ TooHash”
102 103 Xls
.doc
Xls
Xls
Wo.doc
VenusEye
“ TooHash”
APT 13 ”
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2013F 20145 » % 40 HFcve-2012-0158 20165 » HAANER T —HHMAD (ErES)
HMES PRATHSE TR EEN HitehEEE#HTLE
Cia | 2016
53, -
— #

Al
- )

i mems ¥ <
_{' :> @ assist adobeservice net -_ =]

@ help adobeservice nel

/ﬁﬁa&ﬁ = i
" ﬁ:}ij_:\ _ g_*g-h;s\— —
BT, T3] 20187 H, THASRERH A th EHE.
EABARBAS!
w“ , 2013
Venuskye
APT
IOC
Hash

ae3b268b4c48c¢385a788cdbfbb52ce0d
4dbd68d3741d46170d2585aae4336b80
ab3a725a27eace541e52fc095e7af699
5cc7038f67114bfb64e0c23223d902b1
09a9bf5e8de0d9cfe3684b6df98b6d0d
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10d678deeaad0b45dea9bd70e21325da
a26ebe515cc6af6d05ad6d88c0257787
415027680047ed31fa5a84c94a46d582
31b6dbffc5f6d10e1fe7437626a7582b
40e916f03bbbc64921496e88d2d1d099
29daa2cffaf4e288388eb97dalf29a91
dd00fc9adaa3e20630dad5e5faaeeffs
66a4bd97867c6364a3846654dfd37a24
095c¢f3f0ef7111d386bf7312186¢7656
1366f1c75368964f8af247d2709e4889
6ec1db9872f6ca979649b4dab7bbe7fc
024883786ba706fe8c8a6354a355d30c

PDB

main
Z:\z_code\Q1\Client\Win32\Release\MainPlugin.pdb
FxCoder
Z:\z_code\Q1\Client\Win32\Release\StreamCoderPlugin.pdb
inter
Z:\z_code\Q1\Client\Win32\Release\InterMainPlugin.pdb
Z:\z_code\Q1\Client\Win32\Release\InterMainStub.pdb
[

Z:\z_code\Q1\Client\Win32\Release\DebugPlugin.pdb
Z:\z_code\Q1\Client\Win32\Release\DebugStub.pdb
Z:\z_code\Q1\Client\Win32\Release\DebugDumper.pdb
utility
Z:\z_code\Q1\Client\Win32\Release\UtilityPlugin.pdb
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1 https://hitcon.org/2016/pacific/Ocomposition/pdf/1202/1202%20R0%200930%2

0an%20intelligance-driven%20approach%20t0%20cyber%20defense.pdf

2 https://public.gdatasoftware.com/Presse/Publikationen/Whitepaper/EN/GDATA _
TooHash_CaseStudy 102014 EN_v1.pdf
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